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Abstract

Security in computer and information systems is an important issue that graduates of undergraduate programs in computing will be expected to handle in their professional careers. We address some aspects of how well undergraduate programs in computer science and engineering prepare students in this area. Security-related modules in Computing Curricula 2001 are identified for both Computer Engineering and Computer Science, and an information systems security course that has been offered at the University of South Carolina is described.

Introduction

Security in computer and information systems is an important issue that graduates of undergraduate programs in computing will be expected to handle in their professional careers. We evaluate recommendations for security coverage in Computing Curricula 2001 (CC 2001) (http://www.computer.org/education/cc2001) and discuss alternative approaches for providing appropriate coverage. CC 2001 incorporates recommendations for several related degree programs in the general area of computing. Although CC 2001 does not include security as a separate area, it does contain several security-related modules scattered throughout the area descriptions. The CC 2001 recommendations are discussed in the next section.

The Department of Computer Science and Engineering at the University of South Carolina has been offering a semester course in information systems security for advanced undergraduate and graduate students. This elective course provides a technical introduction to important security issues and requires a substantial student project. Topics covered include introduction to security, cryptography, identification and authentication, program security, access control, inference problems, information warfare, intrusion detection, and Internet security. This course and its relationship to CC 2001 are discussed in the third section.

It is possible to cover the relatively small number of contact hours recommended in CC 2001 in commonly implemented required courses, such as operating systems and software engineering. However, it is doubtful that these minimum recommendations provide an adequate background in security, especially since the recommended modules are the ones that may not be given adequate attention in these courses.  Sufficient coverage of security issues in required courses is necessary to ensure computer science and engineering graduates will be able to implement and maintain high security information systems. We argue that the CC 2001 core does not require sufficient coverage, even though it does allow such curricula to be constructed. We study two alternate methods to increase security coverage; first, by offering an additional course on information security, second, by including additional security modules within existing courses.  

Computing Curricula 2001

Computing Curricula 2001 (CC 2001) is a major curriculum development effort by the joint IEEE Computer Society/ACM Task Force on the Model Curricula for Computing which aims to coordinate recommended undergraduate curricula in several areas of computing, including computer science, computer engineering, information systems, and software engineering. Currently the computer science curriculum recommendations are in final form, and the other curricular recommendations are in various stages of preparation.  Each curriculum is divided into several major areas; each of these is subdivided into modules, which contain lists of topics. Each module is identified as either core (essentially required) or elective; recommended course hours are given for the core modules. These hours correspond to contact hours (class time), not credit hours. 

Although CC 2001 does not include security as a separate area, it does contain 
security-related modules scattered throughout the area descriptions. Some of these are identified as core; others are identified as elective. This section lists and compares recommended security content in both the Computer Engineering and the Computer Science curricula. This comparison is made somewhat more difficult than it should be by the failure of the committees developing the curricula to use common area and module identifiers even when the content is clearly the same. In addition, although some modules are primarily devoted to security-related topics, others include security as one of many subtopics considered. So the amount of security coverage may well be less than the number of hours given, which is for the entire module.

Computer Engineering Curriculum

The Computer Engineering curriculum in CC 2001 has most areas broken down into modules; a few areas are at an earlier stage of development and do not list modules in detail or identify them as core or elective. These areas are identified as probably mostly elective and are not examined here. They do, however, include two areas likely to contain security-related modules: Digital Systems Verification and Test and Fault Tolerance. The security-related modules identified in the fully developed areas are listed below:

Modules identified as (probably) core include:

CAO3 (Computer Architecture and Organization): Memory system organization and architecture (9 hours)


CSE1 (Computer Systems Engineering): Overview of Systems Engineering (2 hours)


CSE2 (Computer Systems Engineering): Specification (2 hours)


CSE6 (Computer Systems Engineering): Architectural Design (3 hours) 


ESY1 (Embedded Systems): Fundamentals of Embedded Systems (4 hours)


ESY6 (Embedded Systems): Classification of Embedded Systems (6 hours)


ESY7 (Embedded Systems): Software Engineering Considerations (6 hours)


NWK4 (Networks): The Web as an Example of Client-Server Computing (3 hours)


OPS1 (Operating Systems): Operating System Function and Design (2 hours)


OPS2 (Operating Systems): Operating System Principles (2 hours)


SPR0 (Social and Professional Issues): History and Overview of Social and Professional Issues 

(1 hour)

SPR4 (Social and Professional Issues): Risks and Liabilities of Computer-Based Systems (2 hours)


SPR5 (Social and Professional Issues): Intellectual Property (3 hours)


SPR6 (Social and Professional Issues): Privacy and Civil Liberties (2 hours)


SWE4 (Software Engineering): Software Testing and Validation (2 hours)

Modules identified as (probably) elective include:


CSE2 (Computer Systems Engineering): Theoretical Considerations


CSE8 (Computer Systems Engineering): Testing


CSE9 (Computer Systems Engineering): Maintenance


CSE11 (Computer Systems Engineering): Specialist Systems


ESY8 (Embedded Systems): Particular Techniques and Applications


ESY10 (Embedded Systems): High Integrity Embedded Systems


NWK5 (Networks): Data Security and Integrity


OPS7 (Operating Systems): Security and Protection


SPR7 (Social and Professional Issues): Computer Crime

Very few of the core modules focus exclusively on security topics; some of the elective modules do.  Even (generously) allowing 1 hour for each of the identified core modules results in approximately 15 contact hours, which is a third of a traditional semester course.

 Computer Science Curriculum

The Computer Science curriculum in CC 2001 recommends fewer security-related modules than the Computer Engineering curriculum, and there are some differences in content.

Modules identified as core include:


IM1 (Information Management): Information models and systems (3 hours)


NC3 (Net-Centric Computing): Network security (3 hours)


OS1 (Operating Systems): Overview of operating systems (2 hours)


OS2 (Operating Systems): Operating system principles (2 hours)


PL2 (Programming Languages): Virtual machines (1 hour)

SP5 (Social and Professional Issues): Risks and liabilities of computer-based systems (2 hours)


SP6 (Social and Professional issues): Intellectual Property


SP7 (Social and Professional Issues): Privacy and civil liberties (2 hours)


SE6 (Software Engineering): Software validation (3 hours)

Modules identified as elective include:


AL9 (Algorithms and Complexity): Cryptographic algorithms


IM7 (Information Management): Transaction processing


IM8 (Information Management): Distributed databases


IM14 (Information Management): Digital libraries


NC5 (Net-Centric Computing): Building web applications


NC6 (Net-Centric Computing): Network management


OS7 (Operating Systems): Security and protection


OS9 (Operating Systems): Real-time and embedded systems


OS10 (Operating Systems): Fault tolerance


SP8 (Social and Professional Issues): Computer Crime

The core material specified in the Computer Science Volume of CC 2001 thus contains somewhat less than one quarter (approximately 10 hours) of a semester course of security-related topics (NC3, SP5, SP7, SE6, and portions of IM1, OS1, OS2, and PL2). This coverage can be compared to that specified in the Curriculum 91 recommendations for Computer Science curricula, which included approximately 12 hours of security-related topics. Probably the most notable change is that operating system security (OS7 and OS10) has been moved from a required topic to an elective topic.

An Information Systems Security Course

The Department of Computer Science and Engineering at the University of South Carolina has established a semester course in information systems security principles. This course was offered twice as a special topics course and has now been offered once as a regular course. This elective course provides a technical introduction to important security issues and requires a substantial student project.

Topics covered in the course include an introduction to security, cryptography, identification and authentication, program security, access control, inference problems, information warfare, intrusion detection, and Internet security. The main textbook of the course was Pfleeger (1996).  (Note,  Pfleeger [2002] is recommended for Fall 2003.)  It is supplemented with lecture handouts and recommended textbooks, such as Denning (1998) and Smith (2001).

This course provides coverage of security-related topics from modules AL9, IM1, NC3, NC6, OS1, OS2, OS7, and SP8 from the Computer Science curriculum. It has as a prerequisite a course that covers topics from SP5, SP6, and SP7; thus all of the recommended core security material from the Computer Science curriculum is covered in this course and its prerequisites. In addition, some more advanced topics, like privacy preserving data mining, anonymity, and user security are included. Some of these correspond to elective security-related modules, such as SP8.  Along with the lecture material, relevant new publications and technological advances are introduced.  

This course can also be examined from the perspective of the Computer Engineering curriculum; it provides coverage of security-related topics from modules CSE1, CSE2, CSE6, ESY1, NWK4, OPS1, OPS2, and SPR4. Its prerequisite courses cover security-related topics from CAO3, SPR0, SPR5, SPR6, and SWE4. However, the course does not cover security-related topics from ESY6 and ESY7 at this time because the attention has been given to other kinds of systems.  

An important educational factor of the security course is the student project that spans the entire semester.  The aim of the project is double fold.  It allows small groups of students to work on topics of their interests and to teach them group participation.  Acceptable projects must involve a thorough survey of the problem domain and either system development or theoretical analysis.  Each survey lists historical and current literature and techniques, analysis of the level of protection, and identification of weaknesses.  Implementations usually aim at developing modules for existing security technology.  Undergraduate students usually choose implementation-oriented projects, in contrast to the graduate students, who often target difficult theoretical problems.  In the past two years, since the Information Systems Security course has first been offered, several course research projects were continued, leading to theses, publications, or part of Ph.D. dissertations.

All students are required to implement or use simple security techniques.  Homework assignments aim to reinforce the lecture materials by exercises and implementations.  Implementation-oriented assignments are straightforward and focus on enabling the students to apply the learned security concepts in practice.  Further, with support from the National Science Foundation, we are developing a security lab that enables controlled experimentation.  One of the hardest and most important aspects of information systems security is to provide hands on security experiments for the students.  This is only possible in a controlled and isolated security laboratory.  It is unrealistic to assume that such a lab will be developed and maintained if information security is only taught as modules of the core computer science and engineering courses.  Nevertheless, it is extremely important that information security is covered at some level in core courses as well as for new, security oriented courses to be introduced.  

The Department of Computer Science and Engineering is developing course materials to support this course and others in the area.  An Information Assurance and Security Certificate Program is currently under development that targets graduate students.  The proposed program contains several 500-level security courses in which undergraduate student can enroll.  

Discussion

The core security coverage recommended in the Computer Engineering and Computer Science curricula is similar in the areas of operating systems, networks, system development, and social and professional issues. The major difference is the emphasis in Computer Engineering on embedded systems and in Computer Science on information systems; this reflects the emphases of the disciplines. Our course reflects a greater emphasis on computer science issues through its emphasis on information systems security. However, we anticipate growing security threats to embedded systems as they are becoming more common in everyday life. It is probably appropriate both to address this topic in more depth in an introductory security course and to include security material in an embedded systems course. We may revise this course to include additional material in the embedded systems area since many of the students who take it are majoring in Computer Engineering.

It is possible to cover all of the core security modules in both the Computer Engineering and the Computer Science curricula by appropriate design of required courses in such areas as Operating Systems, Networks, Computer Organization, Embedded Systems, Software Engineering, and Social and Professional Issues. However, this is not always done; if security modules are left until the end, they are sometimes left out. To cover topics in more than the minimum required depth requires substantial modification of traditional courses or one or more additional courses, such as the one we describe here. 

We do not think that the set of core modules specified in these two curricula provides adequate coverage of security. With the growing need for security in applications of all kinds, computer science and engineering education should increase their security coverage, instead of reducing it. For example, one of the major tasks of an operating system is to protect the resources it is managing. Operating systems security was classified as a core topic in earlier curricula; removing it from this category is a step in the wrong direction. 
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